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Base Recommended
. Carretero 2007: 1. Tanenbaum
Chapter 9 2006(en):
Chap.5
2. Stallings 2005:
Three part

3. Silberschatz 2014:
Chap. 10, 11 & 12
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To remember...

To study the associated theory.

To study the bibliography material:
slides only are not enough.

To review the class explanations.

To perform the guided laboratory progressively.

To exercise competitions.
To build the laboratory progressively.
To build as much exercise as possible.
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Overview

1. Introduction
2. File system internals and framework

3. Design and development of a file system

4. Complementary aspects
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Overview

1. Introduction
2. File system internals and framework

3. Design and development of a file system

4. Complementary aspects
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Storage System Scope

Computation
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Storage System Scope

Computation

1. Main memory:
e NO persistent data
e Work with bytes or words
e Few capacity: only the working set for short period

. . 1. Secondary memory:
A\ P e Persistent data
\ e Work with data blocks
e Great capacity: all possible data needed in time

NN
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Storage System Scope

~2020

Process

e |t is necessary to locate in which block the data are,
load/save those blocks, etc.

e Goal: avoid (if possible) programmers have to deal
with block management for search, save, etc.

8 Alejahdro et 5@ HGEN



Storage System Scope

~2020

(1) Data abstraction ® To avoid programmers deal with block details, it is

proposed an intermediated high-level abstraction.
Process

e Main goals
| O To be device-independent
- ()

o To offer an unified logic vision.
o To Balance simplicity and capacity.
(2) Abstraction
manager
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(1/2) The O.S. includes a basic and generic abstraction:
file system

® The Operating System (0O.S.) already includes a basic

e generic abstraction: files and directories.
directories Process (x) ) )
® The component in the kernel that manages this
2 abstraction is the file system
Folders & files ]-] Operating System ]
] - e .
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File system Characteristics

e Facilitate the secondary storage management.

dif;'cetso ﬁ‘e . o Files, directories, etc.
P e Independent from the physical device.

e Offer a unified logical view for users and applications
(including the operating system itself).

Folders & files ]-] Operating System ]
= - e .
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File system Characteristics

It is transversal to the components of the operating system

Users
Files & Applications Shell
directories Process (X) é Sorvices Operating
> —
2 |kernel System
1/0 Magr. B
Hardware
Folders & files }a/ Operating System ]
BN mE
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File system Architecture

| Process (1) | | Process (2) |

| Process (n) |

Virtual File System
I

File organization modules

| ex2 || FAT ]
I | |
Block Block
server cache

Device drivers

13

sistemas operativos: una visién aplicada

Device

User level

System level
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(2/2) The operating system supports the addition of
other abstractions (& mgr.)

[
-A [

Specific Py
abstraction Process (Y)
Files &
Process (X) ‘

[ Py abstraction ]

manager
[ Folders & files Operating System ]
= - e =
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File system Architecture

| Process (n) |

| Process (1) | | Process (2) | | Py Mar. | User level

System level

Virtual File System

I
File organization modules

| ext2 | | FAT | XXXXX

| | |
Block Block
server cache

| Novicra Ariviare

~]A new file system implementation could be added.

15 ~ ivos: ision apli RC C3M
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File system Architecture

| Process (n) |

| Process (1) | | Process (2) | SR Pyvgr. | User level
System level
[ . L . O
Virtual File System
I
File organization modules N
| ext2 | | FAT | XXXXX
I | |
Block Block ’
server cache

| Noviicra Ariviare

[~|Other abstract representations could be implemented using the existing
services on the Operating Systems (e.g.: database, nosql database, etc.)
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Storage System Scope

Computation

/ 1. New memory (misc of main and secondary):

é D _— e Persistent data
* /‘ e Work with bytes or words, and with data blocks

e Great capacity and speed.
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Storage System Scope

>> 2020
The SNIA NVM Programming Model
! S "“f-‘[ mJ el
‘ =
18

https://www.snia.org/tech_activities/standards/curr_standards/npm
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Overview

1. Introduction
2. File system internals and framework

3. Design and development of a file system

4. Complementary aspects
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Management
data structures (1/2)

| Process (1) | | Process (2) | | Process (n) | User level
System level
O T . O "
Virtual File System - -
: L 1, === Main
File organization modules AR
| ex2 | [ AT ] .. XXXXX = == IL' memory
| | | I
Block Block :
server cache -

|
Device drivers

Device L.”'=--1 Secondary
- e = RREEEY
; memory
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Management

[ ) =
r
functions (2/2 [ sy
I Descriptors Usage of namei
1
| open pipe open chown unlink
creat close creat chmod  mknod
| Process (1) | | Process (2) | Processi(n | dup chdir  stat mount
I chroot 1INk umoun
————————————————————————————————————————————————————————————————————— -4-- Asig. i-n. Attributes 1/0 File Sys. View
1 creat chown read mount chdir
- - : mknod chmod write umount chroot
H H i tat Iseek
Virtual File System | fink | e
I T
. . . Low-level ices for Fil
File organization modules 1 BT — | ,
| namei ialloc alloc b
| etz || FaT | . XXXXX "I iget iput | ifree free map
| | T
Block Block
cache
server

Device drivers

21 sistemas operativos: una visién aplicada
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Summary

r
. . | __FEile Svstem svscalls
(1nC].ud1ng blOCk CaChe) I Descriptors Usage of namei
1
| open pipe open chown unlink
creat close creat chmod  mknod
| Process (1) | | Process (2) | Processi(n | dup chdir  stat mount
l chroot |ITald umoun
————————————————————————————————————————————————————————————————————— -4-- Asig. i-n. Attributes 1/0 File Sys. View
1 creat chown read mount chdir
- - : mknod chmod write umount chroot
Virtual File System | fink et Iseck
- - ’ - I o
File organization modules 1 S ,
| namei ialloc alloc b
| EXtT | | FATl | . XXXX|X "I iget iput | ifree free map
L
Block Block -
cache -+ Block/cache management services
|
server | getblk brelse
| bwrite
. X T bread breada
Device drivers I ,
Device

22 i ivos: ision apli RC C3M
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File system organization

main aspects: Linux

| Process (p) | | Process (h) |

------------------------------------------------ [»] Layered structure like UNIX.

| Systemcall interface |

[»] Main components:

| Ea | System call interface
VFS: Virtual File System
xxFS: specific file system
XxFS )
Buffer caché: block cache
| Buffer caché | device drivers: drivers

| device drivers |

23 http://publibn.boulder.ibm.com/doc_link/en_US/a_doc_lib/aixprggd/kernextc/virtual fsys over.htm#HDRA29C010F11 RC @ C3M
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Main options (in Linux) for working
in a new the file system

User space Kernel space
With Framework FUSE libfs
Without Framework E.g.: mtools E.g.: simplefs
[ ] [ ]
E.g.:mtools User level
|:| System level
——————— E.g.:simplefs

(FUSE_, A
L _libfs _|

24 Alejahdroc 15 @ HG2N



File system organization

without framework, within kernel. E.g.: simplefs

] Interface:
register: to register the file system

| Process (p) | | Process (h) |

| Systemcall interface |

open: to open a work session

| VES | read: read data

namei: convert from path to i-node
XXFS

iget: read a i-node

| Buffer caché | bmap: compute an associated offset
block

| device drivers |

25 https://github.com/psankar/simplefs Aleja'r?éill’?o%g(?el@n HC?)M
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File system organization

with framework, within kernel: libfs

| Process (p) | | Process (h) |

| Interface:
________________________________________________ libfs

| Systemcall interface |

Ifs_fill_super: superblock

Ifs_create_file: file creation

| VFS |
lfs_make_inode: default i-node
Ifs_open: open a work session
xXFS . .
h— Ifs_read_file: read from file
| Buffer cacha lfs_write_file: write to file
| device drivers |
26 http://lwn.net/Articles/13325/ Alejaél;%ccg& r@n Hg:t:e%(lj\gl



File system organization

with framework, user space: fuse

xxFS

'ﬂt ] Interface:

— File system in USer spacE
| U
""""""""""" |’ struct fuse_operations {
| Systemcall Interface |
l¢ int (*open) (const char *, struct fuse_file_info *);
| VS | int (*read) (const char *, char *, size_t, off_t, struct
xx ¢ fuse_file_info *);
int (*write) (const char *, const char *, size_t,
ext2 fuse off_t,struct fuse_file_info *);
int (*statfs) (const char *, struct statfs *);
| Buffer caché | int (*flush) (const char *, struct fuse_file_info *);

| device drivers |

27 http://www.ibm.com/developerworks/linux/library/1-fuse/ Aleja'r?c‘ilr?o%g§er@n HC?}M
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File system organization

without framework, user space. E.g.: mtools

[»] To implement the file system interface

Comg] [romn] X2 in user space, and as library for other
_________________________________ /f applications:
| Systemcall interface [/ | open: to open a work session
| J/ | read: to read data
VES
namei: to convert path into i-node
ext2 iget: read i-node

bmap: compute the associate block for

Buffer caché .
| | a given offset

| device drivers |

28 http://www.gnu.org/software/mtools/manual/mtools.html Aleja'r?éi%%9§e r@n Hg;c(e%(lj\gl



summary:
Main options for the file system organization

User space Kernel space
With Framework FUSE libfs
Without Framework E.g.: mtools E.g.: simplefs
[ ] [ ]
E.gmtools User level

——————— E.g.:simplefs -—————
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Overview

1. Introduction
2. File system internals and framework

3. Design and development of a file system

4. Complementary aspects
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Design and development of a file system

| Process (1) | | Process (n) | User
System
Virtual File System ]
I
File organization modules
| ext2 || FAT ] .. XXX —
]
BIOCk Block
server cache

Device drivers

File system requirements
Main data structures in the
secondary memory

Main data structures in the
main memory

Block management
Internal (and service)
functions

Alejaﬁ%ﬁ)cégi@n Hg:t:egcl)\s/l



Main requirements
e.g.: Unix-like file system

] Processes have to use a secure interface, without direct access to the kernel data
structures.

[+] Share the file offset position among processes from the same parent that open the file.

[~] Offer functionality for working with a file/directory in order to update the information that
it contains.

[+] Go back and forth in the file system directory tree.

[~] Offer persistency of user data, seeking to minimize the impact on the performance and
the space needed for the metadata.

[+] Keep track of the file systems registered in the kernel, and keep track of the mount point
of these file systems.

32 Alejahdroc 15 @ HG2N



Getting the proper storage system for the
requirements...

33

http://en.wikipedia.org/wiki/List_of_file_systems

To search a file system
that satisfies the
requirements.

To adapt an existing file
system in order to satisfy
the requirements.

To build a file system that
satisfies the requirements.
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Design and development of a file system

| Process (1) | | Process (n) | User
System
Virtual File System ]
I
File organization modules
| ext2 || FAT ] .. XXX —
]
BIOCk Block
server cache

Device drivers

File system requirements
Main data structures in the
secondary memory

Main data structures in the
main memory

Block management
Internal (and service)
functions
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File system Structures

35

Enftire disk
label| partiton partition partition
UNIXE file swstemn
ZONE ZOne ZOne Zone ZOne
File systemn zone
super inode data inode data
block bitrnap hitrnap blocks blocks

O TONIX7ERUX

»|FAT
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File system:
Unix-like representation

Logical disk

000 001 002 003 004 005 006 007 008 009 010
T

36 Alejahdro 15 @ HGEN



File system:
Unix-like representation

37

Logical disk

000

001

002

003

004

005

006

007

008

009 010
1

Metadata

Data
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File system:
Unix-like representation

Logical disk

000 001 002 003 004 005 006 007 008 009 010

Boot /

sequence

Partition
table

38 Alejahdro 15 @ HGEN



File system:

Unix-like representation

Logical disk
000 001 002 003 004 005 006 007 008 009 010
I I I I I I I I I I I
| | | | | | | | | | |
58 | Tx | ' | ' | ' | ' | '
s ! 28 | ' | ' | ' | ' | '
31 33 | | | | | | | | |
) | | | | | | | | | | |
] " ] " ] 1 ] " ] " ]

/ n
# allocation J}

Boot

seguence blocks

Partition # i-nodes

table blocks
# data
blocks
root i-node
id.

39
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File system:
Unix-like representation

Logical disk
000 002 003 o4 005 | 006 007 008 009 010
| | |
88 ! ©x 1 ¢8 | | ' | ' | ' | '
oo | a I 28 | I | | | I | I |
! | gs | | ! | ! | ! | !
| |/7 X j7 I X I X I X I X I
Boot # allocation J} 0011 v
sequence blocks 11016"
Partition #i-nodes =
table blocks
# data
blocks
root i-node
id.
40 C3M
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File system:
Unix-like representation

Logical disk

o
o
o
o
o
=
o
o
N
o
o
w
o
o
=

005 006 007 008 009 010

004

000
001
002
003

—
Resources
¢== allocation

T T

i-nodes blocks

Boot # allocation J} 0011
sequence blocks 11010'"

Partition # i-nodes
table blocks

# data
blocks
root i-node
id.
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File system:
Unix-like representation

Logical disk
000 002 003 004 005 006 007 008 009 010
I I I I I I I
| | g | | | | | | | | |
58! 3x 1 g8 | | ' | ' | ' | '
o 0o | o | 28 | I | I | I | I |
DS | 22, 33 | | | | | | | | |
y L A | | I | | | | |
| /I/'l . In | . | . | . | . |
Boot ila”ﬁcaﬂon U 0011, Bit maps or bit vectors:
sequence ocks . . -
Pa?tition % Lnodes 11010... = Avector with a bit per existing resource.
If a resource is free then the bit value is 1, otherwise is O.
table blocks ) )
# data = Easy to implement and simple to be used.
blocks = Efficient if the device is not full or very fragmented.
root i-node .
id Free resources list:
= ltkeeps a linked list all the available resources + a pointer to the first element in the list.
= No very efficient method, unless for full devices or very fragmented devices.
Indexing:
= Index table with the identification of the free resources.
42
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File system:
Unix-like representation

Logical disk
000 002 003 004 005 006 007 008 009 010
T T I I ' I ' I '
I ol i al o) sl | | [
5% | gx 1 B8 |S1818[88 | | | | | |
o o | o 5 d | | | |
o5 | 3 : 23 : |:-ndde$ : | : | l | : :
| © | | |
| | /I/'I | o Ili %D L I | I e 4 4 |
Boot # allocation vu 0011 V] \
seguence blocks 11010... ntry
Partition # i-nodes attributes
table blocks Index =
# data blocks "]
blocks reference __ |
root i-node
id.
43 C3M
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File system:
Unix-like representation

Logical disk
000 | 001 002 003 004 | 005 | 006 | 007 | 008 | 009 | 010
| I | I }
| ol a4 ol o, = | | | |
5% 1 px | £8 81818518 | | | | | |
o o | e 9 5@ d |
D5 | 38 g8 | | inadep | | | | | | | |
| G | |
| I /I/'l | o Iui | L I I I I I I
Boot #allocatonJI| | o911 | ] Timestamp:
Sequence blocks 11010... ntry [»] Creation, modification, last access, etc.
Partition #i-nodes attributes ]
table blocks FRciex [»] Size:
# data blocks o .
blocks reference | [»] Bytes or disk blocks used.
root i-node [>] Owner and protection:
id. [»] Attributes, ACL, capacities, etc.
[»] Kind of file, link counter, etc.
44
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File system:
Unix-like representation

Logical disk
000 001 002 003 004 005 006 007 008 009 010
T I | | ' | T | ' | T
I ol i al o) sl | | [
I 8 c srelglalg | | |
ST+ T e 5 S
o S | S i’ | |
P2 35 | g | iingdeg | | ! | | | | |
/ LN | & Ili f Py | | I | I |
Boot #allocation{}l | go9q. \ [»] Contiguous allocation:
sequence blocks 11010 ntry . . .
Partition # i-nodes it e [»] A continuous list of blocks is allocated.
table blocks Index _ 3 Y
7 dete blocks " [»] Non cor.\tlguous allocat.lon. o
blocks reference __ | [»] The first free block available is assigned.
rgot i-node [»] Linked mechanism:
10.
[*] Atthe end of each block the identification of the following one is stored.
[»] Indexed mechanism:
[»] Blocks with the references of all file blocks.
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File systems:
resources allocation alternatives

»]Contiguous allocation:

o B 4 L The blocks of the files are contiguous

i EE ;\ l j It needs: first (I) and # of blocks (L)

6 b BT | (A) Ideal for immutable files
»]Non-contiguous allocation :

o I B F|1[L Each block has the reference of the following one

Z E ;E B 2 3 It needs: first (I) and # of blocks (L)

¢ HEH I (D) Random access is a little bit hard.

46 Alejahdro 15 @ HGEN



File systems:
resources allocation alternatives

» | Indexed allocation (blocks):

o I 4 | F 1 Some blocks are used to store the reference

> B 5 _ list of file data blocks.

‘61 $’= . Metadata needed: id. Of the first index block.
1,3,4,6 (D) Fragmentation: need to defrag.

et EnE » | Indexed allocation (extends):

2 3 L Some blocks are used to store the reference

4 5 = list of continuous file data blocks sequences.

6 ! o lll Metadata needed: id. of the first index block.

41 (D) Fragmentation: need to defrag.

47 Alejahdro 15 @ HGEN



File system:
Unix-like representation

Logical disk
000 002 003 004 005 006 007 008 009 010
T I | [ T T ' | ! I |
I ol i al o) sl | | I
5% | gx 1 B8 |S1818[88 | | | | | |
o o | o 5 d | | | |
D5 | 3 : 2 8 : ¢ndde$ : | : | : | : :
| © | | |
| | Ai ! n:ii ;&5? L ! | ! | ! |
Boot # allocation vu 0011 V] \
seguence blocks 11010... ntry
Partition # i-nodes attributes
table blocks Index
# data blocks ~ ~
blocks reference _ —
root i-node h
id.
48 C3M
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How elements are represented

» |Files » |Directories » |Links
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How elements are represented

» |Files » |Directories » |Links
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File system:
Unix-like representation: files

Logical disk
metaldata Data (andl indexes)
r |l 1
000 001 002 003 004 016 017 018 019 020
' | | | ' I ' I <——= |
| ~ N = ol i ol wy =l © | © I == |
=% 1 8 | g8 |28l 8 |8 Lo x|
8 Q ) S5 ® | | o e L Q9
o O | = | o 0 | | | | | | F-- © O |
ms | g | 38 | ikngdes L Lo e I S5l
| 2 © | LL | LL | . |
/ | /I'lw I D:I'i ! o vl I | g AL
Boot # allocation J} 010010?’ \ Begiiof P4
sequence blpcks 1100100 File_ - the file....
Partition # i-nodes Attributes end of
table blocks Tndex | _/_ the file
# data blocks |
blocks reference —
root i-node
id.
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How elements are represented

» |Files » |Directories » |Links

52 Alejahdro et 5@ HGEN



File system:
Unix-like representation:

directories

Logical disk
metaldata Data (andl indexes)
r \[
000 001 002 003 004 005 006 007 008 009 010
! | | | ! | | |
| n o | — af o« | | | |
~x | % ! 85 |gig1glgrg | 2 ! | ! |
88 1 & | 3% | I | Lol | B8 | | | | |
®5 | g | g8 | | ingdes | | | 23 | | | : |
| 3 © | o | | |
/ L e | Cp Ax ! L x I | I |
/
//
. 4
Boot # allocation vu 0100101 y
sequence blocks 1160100 / directory Yy,
Partition #i-nodes 4 attributes d 1
table blocks / ndex 7 f'lrhl
# data 7 blocks | ¢
blocks / reference __ | —
root i-node / i-node  name
id.
53
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File system:
Unix-like representation: directories

Logical disk
metaldata Data (andl indexes)
r |l 1
000 001 002 003 o4 005 | 006 007 008 009 010
i | | | | |
| N = ol ai ol oy <! | | |
sx | & | 85 [giglg|gla - | | | |
s8 1 = | 3% Lo Lo | 8% | | ! | |
ns | g | 229 I ll-ndde$ : | . £0° | | | |
' | pA 1 &% [0 | ° | | | |
~ >
- N
~ >
- ~ t ~
Boot # allocation J} 0100101 ~2 000
sequence blpcks 1100100 / directory
Partition #i-nodes attributes d 1
table blocks Tndex 025 fi:;rh 1
# data blocks T
blocks reference | _
root i-node i-node  name
id.
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File system:
Unix-like representation: directories

Logical disk
metaldata Data (andl indexes)
r [ 1
000 001 002 003 004 005 006 007 008 009 010
! | | | L | ] | ] | ]
| %] ol o) al oy <! | | |
=x 1 § | 88 g:g:g 8:8: | | 54 | | 84 | L 8 |
oo | g = . [ o % | og | og |
s | & | 88 : ikngdes | | 23 | | 238 | | 23 |
| 2 © | (a] | @) | @)
| L n° oo | L I I T\ I “\
: / II data(000)
Boot #allocation {4 | 4100101 e _ ¥ _data(004)
sequence blocks 1100100 / directory 000 . —— data(054)
Partition #i-nodes attributes i 004 . _—7 data ~
table blocks ndex 004 dirl 000 .. —— 054
# data blocks | 025 fichl 054 dir2 004 ..
blocks reference o ' | 055 fich2.c 064 dir3
root i-node goode  name ! ! 003 fich5.txt
id. i-node  name = —\ —
i-node  name
ls =L /dir1/dir2/fich5.txt
e /+dirl +dir2 + fich5.txt
* 4i-nodes + 3 data blocks
55

Alejahdro et 5@ HGEN



How elements are represented

56

Files

G

Directories

Links
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File system:
Unix-like representation:

Symbolic link (soft link)

Logical disk
metaldata Data (andl indexes)
r [
000 001 002 003 004 005 006 007 008 009 010
' I I I T T ' I ' I '
o o3 1 85 |gizig|gig | i | - | |
88 1 = | 38§ | I | L | | B8 | |
o5 | 2 | 38 | ikngdes | | | I £ | |
I3 T | | a | |
| L n° oo | Ly I I o I I
1 =1
~
VI -~
i ~
Boot # allocation J} 0100101 _
Sequence blocks 1100100 /dirl _-
Partition #i-nodes attributes _ 004 .
table blocks Index — 000
# data blocks 054 dir2
blocks reference __ | 055 fich2.c
r((j)ot i-node S S —
. i-node name
In -s /dir1 /dirl/soft
57
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File system:

Unix-like representation:

Symbolic link (soft link)

Logical disk
metaldata Data (andl indexes)
r |l
000 001 002 003 004 005 006 007 008 009 010
! | | | ! | ! | ] | }
| x 9 [gla;algrs! | | | |
5% | 8 | £ |SI5|8[58] | | | S | |
5o | = | 28 by b | | | 8% | i |
®s | § | 229 ' ||-ndde$ by | | ;Lo | |
y 3 | x® L P | ' l" ' | '
LN . Iui [ L . | Y oo . |
i / vV i-node 064 ,,”’ ‘U
Boot # allocation J} 0100101 -
seguence blocks 1100100 Idirl Pt -
Partition # i-nodes attributes - 004 .
table blocks Tndex ~r” 000 ..
# data blocks 054 dir2
blocks reference __ | 055 fich2.c
root i-node S S —
id. i-node  name
n -s /dir1 /dirl/soft
58
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File system:

Unix-like representation:

Symbolic link (soft link)

Logical disk
metaldata Data (andl indexes)
r |l
000 oot 002 003 004 005 | 006 007 008 009 010
| | | | |
| Qe |glgiala g | | | |
sx 1 s | s |s18lg/glar | | - | |
e I £ | 38 o L | ' I 9= | | I
®s | § | 229 ' ||-ndde$ by | | ;Lo | |
y 3 | x® L P | ' l" ' | '
LN . Iui [ P B . | > Al ) . |
: / i-node 06 -7 - ‘U
Boot # allocation {If | 4190101 €. .- data(004)
seguence blocks 1100100 Idirl - PRGN -
Partition # i-nodes attributes - DR 004
table blocks Tndex >t S~o. 000 ..
# data blocks ~~.[ 054 dir2
blocks reference __ | 055 fich2.c
root i-node i 064 soft
id. — ,
i-node  name
n -s /dir1 /dirl/soft
59
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File system:
Unix-like representation: Symbolic link (soft link)

Logical disk
metaldata Data (andl indexes)
r [ 1
00 o001 002 003 004 005 006 007 008 009 010
| I | | I I | T | T | T
x| % 1 85 |gizi1glg1E | | | Iz | |
s | 2 1 5= | 1= ! | ' | Sg | | 2 v g
e I & | 23& | inddes 1 ! | ' | 88 | | S E®
5 1 & g8 | | inqdes | | | | | £3 | | 5238
5]
[ i A, D:Ili | Ly I | >y o I _ =7 Nl
i / V] i-node 06 -7 e u
nggltJence zflggigatlon v 0100101 % ————— data(004)
1100100 /dirl P ><’
Partition #i-nodes attributes P TS 004 . data(064)
table blocks Tndex -1 R 000 .. /dirl
# data blocks ] S~ 054 dir2
blocks reference __ | 055 fich2.c
root i-node | 064 soft
id. ——
i-node  name

In -s /dir1 /dirl/soft
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File system:
Unix-like representation:

hard link

Logical disk
metaldata Data (andl indexes)
r [ 1
000 001 002 003 004 005 006 007 008 009 010
! | | | ! | ! | ] | i
| x 2c |glg alag; gl | | | |
5% |8 : sfie) 8|8:8 8:8| | : | : Sm | : |
e I £ | 38 o L | ' I 9= | | I
@5 | & | §8 | | ingdes | | | | | 23 | |
| 2 © | | | |
| L n° |« Ili | ) L I I > 4 T\ I I
Boot #allocation{}| | 4100101 i-nade 004 data(004)
seguence blocks 1100100 Jdirl
Partition # i-nodes attributes 004
table blocks Index — 000
# data blocks 054 dir2
blocks reference __ | 055 fich2.c
root i-node i 064 soft
id. — ,
i-node name
/dir1 /dirl/hard
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File system:
Unix-like representation: hard link

Logical disk
metaldata Data (andl indexes)
r |l 1
000 001 002 003 004 005 | 006 007 | 008 009 | 010
| n I | N [
~x | 3 ! 88 |81818/818 | ! | - ! |
8 [S) | = | 5% I | I | | | | 2 o] | | |
©s | 8 | 28 | inddes | ' | o3 | ' |
S 5 g3 I o | | |8 | ' |
/ | /I'I @ | x Ili ! ﬂl [ I | > 4 A\ I |
Boot i allocation{l} | 9100101 i-nade 004 data(004)
sequence blpcks 1100100 Jdirl
Partition #i-nodes attributes 004
table blocks Index = 000 ..
# data blocks | 054 dir2
blocks reference | 055 fich2.c
root i-node 064 soft
id. | 004  hard i
—
i-node  name
In /dirt /dirl/hard
62
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File system:
Unix-like representation: hard link

Logical disk
metaldata Data (andl indexes)
r [ 1
000 001 002 003 004 005 006 007 008 009 010
! | | | ! | ! | ] | i
o o3 1 85 |gizig|gig | i | Lz | |
838 1 = | 38 ] L : I g8 I |
s | & | 88 | iknade | | | o5 | |
| 7 S | | @) | |
| L n° |« Ili | ) L I I > 4 T\ I I
Boot #allocation{l{ | 5100101 data(004)
sequence blocks 1100100 dirl a
Partition # i-nodes attributes 004 .
table blocks Index 000
# data blocks :: 054 d_|r2
blocks reference __ | 055 fich2.c
root i-node 064 soft
id. | 004  hard i
i-node name

In /dirt /dirl/hard
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File system:
hard link vs soft link

Logical disk
metaldata Data (andl indexes)
r |l 1
000 001 002 003 004 005 006 007 008 009 010
! | | | ! | ! | ] | i
| N = ol o al o <! | | |
x| B ! 85 |81818/8181 | ! | - ! | o
88 1 = | 38§ | I | Ll | | | S8 | | | S E &
®5 | & | g& | | inddes I | | | : £S5 | | | =3
| 3 © | | | |
/ | /I'lw | x Ili ! r B I | I A\ I |
Boot # allocation vu 0100101 . ﬂ
sequence blocks 1100100 Jdirl é node 064
— - : i-node
Partition #i-nodes attributes s
table blocks Index /dirl
# data blocks | dir2
blocks reference | fich2.c
root i-node soft
id.
i-node  name

In -s /dir1 /dirl/soft
In /dirt /dirl/hard
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File system structures

65

Enftire disk
label| partiton partition partition
UNIXE file swstemn
ZONE ZOne ZOne Zone ZOne
File systemn zone
super inode data inode data
block bitrnap hitrnap blocks blocks

»JUNIX/Linux

eaT
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File sytem structures:
FAT

Root
directory

Boot

FAT
block !

FAT, Data block

- — —

66 i ivos: ision apli RC C3M
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Files and directories representation:
FAT

FAT

Root directory

—> <eof>

dirl dir 5 27 —| 2f

' ~

fich1.txt 12 45 > 4c[ =g
dirl directory 51|<eof>
58 |<eof>
index.html 24 74 \»74 e
prueba.zip 16 91 7578

\
\» 76 l<eaf>
91151

FAT 12 bits (2'? blocks)
* FAT 16 bits (218 blocks)
FAT 32 bits (232 blocks)

- os: una visién apli R C3M
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Design and development of a file system

| Process (1) | | Process (n) | User
System
Virtual File System ]
I
File organization modules
| ext2 | | FAT | XXX =
]
BIOCk Block
server cache

Device drivers

File system requirements
Main data structures in the
secondary memory

Main data structures in the
main memory

Block management
Internal (and service)
functions

Alejaéﬁ)cCgi@n Hg:t:egcl)\s/l



Initial design: load disk metadata in memory...

Module Kernel core
insmod ~ 7T T T T T T T ) | init_module() | I i ) | register_capability() |
1
rmmod ~ 7T TTT T ) | cleanup_module() | I - } | un\egister_capability() |

(—ﬁ—wm

File Systems

I.
> Su

000

| | //orpcu:q: <] :>cwq|3 @)I | | | | | |
Boot block |  Super- | Resource . I I I | I | |
1 bhlock _allocation I |Ln0 jes I 1 L 1 L 1 L 1
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Initial design: load disk metadata in memory...

| Process (p) | | Process (h) |

g », File Systems

Mounted

F.S. V S —

T super-block I Resource [IIT1] i-nodes
assignment used
““““ O

002 I ()()’%I ()()4I

I/ | | |
Boot block | Super- : Resource | © P@P @ pawep I I I

1 block L allocation | iLnO 'ipql
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Main goals
(for a Unix-like file system)

] Processes have to use a secure interface, without direct access to the kernel data
Strictures

[+] Share the file offset position among processes from the same parent that open the
file.

[+] Offer functionality for working with a file/directory in order to update the information
that it contains.

[»] Go back and forth in the file system directory tree.

[>] Offer persistency of user data, seeking to minimize the impact on the performance
and the space needed for the metadata.

[+] Keep track of the file systems registered in the kernel, and keep track of the mount
point of these file systems.

& Alejahdro et 5@ HGEN




Example of direct access to kernel address...

| Process (p) | | Process (h)

g, File Systems

open(‘“/f1””) -> 0x100
ounted read( | buffer, 10)
LT super-block [ Resource i-nodes
assignment used

| !
Boot block |  Super- | Resource . I
1 block allocation | |Ln0 'ipql | I L 1 L 1 L 1
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Main management structures

B user
[Dg@ T 1 1 1] File descriptor table system
-~
! I/ Open file table Virtual File System
I
Table of
d-entries Table of
711 Tableof
open i-nodes mount points
File system modules Table of file
[ exz ][ Far ] proc system modules
Blocks Block
server cache

device drivers

73
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Main management structures

Open file
description i-node
Parent's 2 File position Mode
file ] —, R/W -
descriptor |- Pointer to i-node Link count
table - — i
File position Uid
R
. Gid
Child's 9 Pointer to i-node
fllej- 2 File size
descriptor |-
table ot =L Times
Unrelated .Adcfiirresfsﬁljs = Pointers to
rocess * ' i
p o Fevirivtie /? disk blocks
- ——] _-—F’
descriptor Single indirect —
table —
Double indirect
Triple indirect

= »
/ —— /= T
Triple — =PrEs
indirect / .
block Double —
indirect /
- Single
indirect
block
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Main management structures
File descriptor table: Linux

struct fs_struct {

atomic_t count; [* structure's usage count */
spinlock_t file_lock; /* lock protecting this structure */
int max_fds; /* maximum number of file objects */
int max_fdset;  /* maximum number of file descriptors */
int next_fd; /* next file descriptor number */
struct file **fd; [* array of all file objects */
fd_set *close_on_exec; /*file descriptors to close on exec() */
fd_set *open_fds; [* pointer to open file descriptors */
fd_set close_on_exec_init; /* initial files to close on exec() */
fd_set open_fds_init; /*initial set of file descriptors */
struct file *fd_array[NR_OPEN_DEFAULT]; /* array of file objects */
Ip
75 http://www.makelinux.net/books/Ikd2/ch12lev1sec10
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Main management structures
Descriptors table (open files): Linux

Module Kernel core
insmod .~ T > | init_module( | S e e | register_capability() |
\
fmmod =TT m T TS > | cleanup_module() | A == | unkgister_capability()
—_— L EEEEE
; open() task struct
% files struct I___f§___
el P I e NS
LALLLLEO—I | ] _ fd array |
H __f op_]
| joctl() |
Function call _ _ 5, > |
Function pointer - . .
” kfd = current->files.fd_array[fd];
Data pointer >

76 http://www.xml.com/ldd/chapter/book/ch02.html Aleja'nbc‘lﬁ)ccgir@q HQQ’M



Main goals
(for a Unix-like file system)

[>] The processes have to use a secure interface,
without direct access to the kernel representation.

»] To share the file offset among process from the same parent that open the file.

[+] To have a working session with the file/directory in order to update the information
that it contains.

[»] Go back and forth in the file system directory tree.

[>] Offer persistency of user data, seeking to minimize the impact on the performance
and the space needed for the metadata.

[+] Keep track of the file system registered in the kernel, and keep track of the mount
points of these file systems.

" Alejahdro et 5@ HGEN



Main management structures

| Process (p)

| | Process (h) |

78

[EE@ /EEEE]:] File descriptor table
e

‘ " Open Tile table |
Lyl

Virtual File System

Table of
d-entries Table of
Table of
open i-nodes (ITTT] maounts
File system modules Table of file
[ exz ][ Far ] proc system modules
Blocks Block
server —

device drivers
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Main management structures
Seek pointers table

FD table P1 FD table P2 FD table P3
o0 |23 0 230 2300
t4”Y 1 [4563 4™ 1 [563 0 153
2 |56 2 |98 2
33 313 3 3465
2 678 2 D47 \347
i-node \ i-node Position
table P 92 345
// 92 5678
k Open file table )

79 Sistemas operativos: una vision aplicada Alejaﬁiﬁ)CCaQ(?el@n Hact:egé\gl



Main management structures ﬁ

Seek pointers table: Linux
P b =4
FD table P1 FD table P2 FD table P3
o0 |23 0 230 2300
t4”Y 1 [4563 4™ 1 [563 0 153
2 |56 2 |98 2
33 313 3 3465
2 (678 vl 2y R %y
i-node d-entry \ i-node POSItI‘Qn_':i
tabl tabl 92 345
- abie dble 492 2678
k Open file table )

80 Aleja'nac\iﬁ)cég&@n Hg:t:egclxl



Main management structures
File table: Linux

struct file {

struct dentry *f_dentry; struct file_operations {

struct vfsmount *f_vfsmnt; int  (*open) (structinode *, struct file *);

struct file_operations *f_op; ssize_t (*read) (struct file *, char *, size_t, loff_t *);
mode_t f_mode; ssize_t (*write) (struct file *, const char *, size_t, loff_t *);
loff_t f_pos; loff_t (*llseek) (struct file *, loff_t, int);

struct fown_struct f_owner; int  (*ioctl) (structinode *, struct file *,

unsigned int f_uid, f_gid; _unSigned int, ulong),

unsigned long £ version: int  (*readdir) (struct file *, void *, filldir_t);

int  (*mmap) (struct file *, struct vm_area_struct *);

5
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Main management structures
File table: Linux

insmod ~ 77

rmmod -

Function call _ _ >

Function pointer >

Data pointer >

82

Module

Kernel core
--> | init_module() | B R D = | register_capability() |
1
- _) | cleanup_module() | TTrT T - ) unregister_capability()
< L PEEED

files_struct

_) . ( | —read- -

—> 0 I‘ S— file operationsl _______________

_ write _|

d, newPos)
kfd = current->files.fd_array[fd] ;

http://www.xml.com/ldd/chapter/book/ch02.html

task_struct

kfd->f pos = newPos;
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Main management structures
File table: Linux

Module Kernel core
insmod ~ T T[T TTT77 ) | init_module() | Iy ] ) | re?ister_capability() |
rmmod I ) | cleanup_module() | TTr T T - ) unregister_capability()
—_——— PEEED
; task_struct
‘ ; | files_struct I___f§___
% read() Ig\ files_operations ________________ ::Elie::
N . i S N o P
_ _write _| __f_QQ__
| joctl() |
Function_call _ _ - —>
> | ' .
Function pointer y, read(fd, buf, size)
Datapointer 3, kfd = current->files.fd_array[fd] ;

kfd->f op->read(kfd,buf,size):

83 http://www.xml.com/ldd/chapter/book/ch02.html Alejaﬁbc‘lﬁ)ccgir@w Hg;cgé\g



Main goals
(for a Unix-like file system)

[>] The processes have to use a secure interface,
without direct access to the kernel representation.

[+] To share the file offset among process from the same parent that open the file.

[+] To have a working session with the file/directory in order to update the information
that it contains.

[»] Go back and forth in the file system directory tree.

[>] Offer persistency of user data, seeking to minimize the impact on the performance
and the space needed for the metadata.

[+] Keep track of the file system registered in the kernel, and keep track of the mount
points of these file systems.

84 Alejahdro et 5@ HGEN



Main management structures

| Process (p)

| | Process (h) |

85

[EE@ /EEEE]:] File descriptor table
e

& Open fie table Virtual File System
Table of
d-entries T Table of T Tableof
open i-nodes maounts
File system modules Table of file
[ exz ][ Far ] proc system modules
Blocks Block
server cache

device drivers
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Main management structures *@‘

Table of d-entries (directory entries): Linux

struct dentry {

struct inode *d_inode;

struct dentry *d_parent;

struct dentry_operations {
struct gstr d_name; _ _ _
g _ “d op: int (*d_revalidate) (struct dentry *, int);
struct dentry_operations “d_op; int (*d_bhash) (struct dentry *, struct gstr *);
% .
struct super_block d_sb; int (*d_compare) (struct dentry *, struct gstr *,
struct list_head d_subdirs; struct gstr ¥);
int (*d_delete)  (struct dentry *);

) void (*d_release) (struct dentry *);

void (*d_iput)  (struct dentry *,
struct inode *);

86 Alejahdroc 15 @ HG2N



Main management structures
Table of d-entries (directory entries): Linux

Module Kernel core
insmod ~ 7T T T T T T T ) | init_module() | I i ) | register_capability() |
1
rmmod ~ 7T TTT T ) | cleanup_module() | I - } | un\egister_capability() |
€ L BEEEEE

; task_struct files_struct
fd[o] |
%| | Ta[1]
close() Frr— fd[2]

|_Lea.d.0—|$ i
\ fd[M-1]

| write() F\‘_\\ ile_ rations
—> =
| ioctl() |
| | =
H -

87 http://www.coins.tsukuba.ac.jp/~yas/classes/0s2-2012/2013-02-19/index.html Aleja'r?c‘iBoCCaQ&Qn Hg%g’(lj\g



Main goals
(for a Unix-like file system)

[>] The processes have to use a secure interface,
without direct access to the kernel representation.

[»] To share the file offset among process from the same parent that open the file.

[+] To have a working session with the file/directory in order to update the information
that it contains.

[»] Go back and forth in the file system directory tree.

[>] Offer persistency of user data, seeking to minimize the impact on the performance
and the space needed for the metadata.

[+] Keep track of the file system registered in the kernel, and keep track of the mount
points of these file systems.

88 Alejahdro et 5@ HGEN



Main management structures

N user _
[Dg@ /EEEE]:] File descriptor table system
e . .
& Open file table Virtual File System
I
Table of E&R
d-entries Sy Tableof T Tableof
open i-nodes moulnts
File system modules Table of file
[ exo ][ AT ] proc system modules
Blocks Block
server cache

device drivers
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Main management structures
Table of i-nodes: Linux

struct inode {

unsigned long  i_ino;
umode_t i_mode;
uid_t i_uid;

gid_t i_gid;

kdev_t i_rdev;

loff_t i_size;

struct timespec  i_atime;
struct timespec  i_ctime;
struct timespec  i_mtime;
struct super_block *i_sb;

struct inode_operations *i_op;
struct address_space  *i_mapping;
struct list_head i_dentry;

90 http://www.win.tue.nl/~aeb/linux/Ik/1k-8.html Alejaé%(%gﬁe @ UC3M



Main management structures
Table of i-nodes: Linux

struct inode_operations {

int (*create) (struct inode *,
struct dentry *, int);

int (*unlink) (struct inode *,
struct dentry *);

int (*mkdir) (struct inode *,
struct dentry *, int);

int (*rmdir) (struct inode *,
struct dentry *);
int (*mknod) (struct inode *,
struct dentry *,
int, dev_t);
int (*rename) (struct inode *,

struct dentry *,
struct inode *,
struct dentry *);
void (*truncate) (struct inode *);
struct dentry * (*lookup) (struct inode *,
struct dentry *);

int (*permission) (struct inode *, int);

int (*setattr) (struct dentry *,
struct iattr *);

int (*getattr) (struct vfsmount *mnt,

struct dentry *,
struct kstat *);

int (*setxattr) (struct dentry *,
const char *,
const void *,
size_t, int);

ssize_t (*getxattr) (struct dentry *,

const char *,
void *, size_t);

ssize_t (*listxattr) (struct dentry *,
char *, size_t);

int (*removexattr) (struct dentry *,

const char *);

91 http://www.win.tue.nl/~aeb/linux/Ik/1k-8.html

int  (*link) (struct dentry *,
struct inode *,
struct dentry *);

int (*symlink) (struct inode *,
struct dentry *,

const char *);

int (*readlink) (struct dentry *,
char *, int);

int (*follow_Llink) (struct dentry *,
struct nameidata *);
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Main management structures
Table of i-nodes: Linux

Module Kernel core
insmod ~ 7T T T T T T T ) | init_module() | I i ) | register_capability() |
1
rmmod ~~ T~ """ T 777 > | cleanup_module() | I -->» | un\egister_capability() |

< L EEEEE

; task_struct files_struct file dentry inode
f dentry - d_name i mode
fdo] i_uid
%| | Ta[1] d_inode ] =
close()

i_gid
files  —) td[2] pos T o

i nlink
—> < . _ops d_ops,_ i size
| TA[M-1]

i_atime
\\ imtime
) | . i_ctime
write() | . \ file_operations dentry_operatiohs
[~ readi). hashi), 1_0ps —
H | . | [ write(), compare(),
ioctl() s

open(),

release(),

el inode operations
fsyne() lookup(},
| | . create()
mikdir(),
e getattr(),

setatir(),
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Main goals
(for a Unix-like file system)

[>] The processes have to use a secure interface,
without direct access to the kernel representation.

[+] To share the file offset among process from the same parent that open the file.

[+] To have a working session with the file/directory in order to update the information
that it contains.

[»] Go back and forth in the file system directory tree.

[>] Offer persistency of user data, seeking to minimize the impact on the performance
and the space needed for the metadata.

‘ points of these file systems. ’ |
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Main management structures

|_Process (p) | | PfOCESi(E)“! ____________________________________________________ user
EEE@ /EEEE]:] File descriptor table system
e . .
& Open file table Virtual File System
I
Table of
d-entries Table of
Table of
open i-nodes LITTIT] mounts
File system modules Table of file
[ ex2 | [ rar ] . [ proc | system-modules
Blocks Block
server cache

device drivers
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Main management structures
File system table: Linux ﬁ

file_systems —, struct file_system_type {
o const char *name;
int fs_flags;

struct dentry *(*mount) (struct file_system_type *,
int, const char *, void *);

void (*kill_sb) (struct super_block *);
struct module *owner:;

struct file_system_type *next;
struct list_head fs_supers;
struct lock_class_key s_lock_key;

}

95 http://www.ibm.com/developerworks/library/I-linux-filesystem/ Alejaﬁiﬁ)%9§er@n Mg:t:eg(l)\g



Main management structures
File system table: Linux

Module Kernel core
insmod ~ 7T T T T T T T ) | init_module() | I i ) | register_capability() |
1
rmmod ~~ T~ """ T 777 > | cleanup_module() | I -->» | un\egister_capability() |

T e,
file_system_type

; task_struct files_struct file dentry inode
f dentry - d_name i mode
fdo] i_uid
%| | Ta[1] d_inode ] =
close()

i_gid
files  —) td[2] pos T o

i nlink
H ; k T_ops d_ops, isize
I

fd[MN-1] i_atime
\\ i_mtime
; | i i_ctime
write() I S \ file_operations dentry_operatiohs
[~ readi). hashi), 1_0ps —
) | . | [ write(), compare(),
ioctl() open(), .

release(), - R i
mmap(), inode_ operations

| | Tsyjer(J loockupi().

create(),

mikdir(),
getattr(),
setatir(),
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Main management structures
Table of mounts: Linux

struct vfsmount {

cu rrent—>namespace—>li\

-

97

struct vfsmount *mnt_parent; /* fs we are mounted on */
structdentry  *mnt_mountpoint; /* dentry of mountpoint */
structdentry  *mnt_root; /*root of the mounted tree */

struct super_block *mnt_sb;  /* pointer to superblock */

struct list_head mnt_hash;

struct list_head mnt_mounts; /* list of children, anchored here */
struct list_head mnt_child; /* and going through their mnt_child */
struct list_head mnt_list;

atomic_t mnt_count;

int mnt_flags;

char *mnt_devname; /* Device name, e.g. /dev/hdal */

http://www.win.tue.nl/~aeb/linux/Ik/1k-8.html
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Main management structures
Superblock table: Linux

struct super_block {

W

current->namespace->list-
>mnt_sb

98

dev_t s_dev;
unsigned long s_blocksize;
struct file_system_type *s_type;
struct super_operations *s_op;
struct dentry *s_root;

—

http://www.win.tue.nl/~aeb/linux/Ik/1k-8.html
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Main management structures ﬂ

Superblock table: Linux

struct super_operations {
struct inode *(*alloc_inode)(struct super_block

*Sb)'

void (*put_super) (struct super_block *);
void (*destroy_inode)(struct inode *); _ _
void (*write_super) (struct super_block *);
void (*read_inode) (struct inode *); _ _ _

int (*sync_fs)(struct super_block *sb, int wait);
void (*dirty_inode) (struct inode *); _ _
void (*write_super_lockfs) (struct super_block *);
void (*write_inode) (struct inode *, int); _

_ _ void (*unlockfs) (struct super_block *);
void (*put_inode) (struct inode *); _
int (*statfs) (struct super_block *, struct statfs *);

void (*drop_inode) (struct inode *); _ _
int (*remount_fs) (struct super_block *, int *, char *);
void (*delete_inode) (struct inode *);
(

void (*umount_begin) (struct super_block *);

void (*clear_inode) (struct inode *); _ _ _
int (*show_options)(struct seq_file *, struct vfsmount
I3
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Main management structures
Table of mounts: Linux

insmod ~ T 7

rmmod ~~

Module

> | init_module()

> | cleanup_module() | -

€<

%

| close()

—)Lmado—l(\\

| write()

| joctl()

7

Kernel core

- ) | register_capability() |
1

--> | un\egister_capability() |

file_system_type

task struct files_struct file dentry inode
I dentry d_name i_mode
fdl0]  — N i_uid
fd[1] \ d_inode | i_gid
" s
fles  ~| fdi2] {" = = Lino_
. i_nlin|
T_oPg d_ops, I_size
FA[M-1] N/ i_atime
e i mtime
I i_ctime
\ — i dentry_operatiohs
e
- hashi), i_ops |
[ i . compare(),
|Den{}{3 N ==
ease! . .
" inode operations
r?map[J, _ suder_block
synei) AN lookup(},
- s_ON(t create(),
s,rcn)( mikedin(),
5 !_!Eg‘ getattr(},
$ | setattr{},
— s_op —]
super_operations
alloc_inode(),
vfsmount dirty_inode(),
7 write inode()
freeze_fs().
statfs(),
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Main management structures

suminary
B user _
[Dg@ /EEEE]:] File descriptor table system
e . .
& Open file table Virtual File System
I
Table of
d-entries Table of
Table of
open i-nodes EEEEE moulnts
File system modules Table of file
[ exo ][ AT ] proc system modules
Blocks Block
server cache

device drivers
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Main management structures

summary

insmod

rmmod

102

Module

> | init_module() | -7

> | cleanup_module() | -

e

%

—|

close() |

>

joctl() |

7 |

|_Lea.d.0—|$\
| write() I(\\

Kernel core

- ) | register_capability() |
1

--> | un\egister_capability() |

task struct

files_struct

file_system_type

file

dentry inode

vfsmount

I dentry d_name i_mode
fd[o] \ i_uid
Td[1] d_inode ] i_gid
tiles —] fa[2) \pos e — i_ino
\ — i_nlink
T_obg d_ops, isize
FA[M-1] AN i_atime
— i mtime
I i_ctime
\ file_operation dentry_operatiohs
f—
[ readq(). hash(). L 0opsS —
L write(), compare(),
olpen{}(.J N -
release(), . .
mmap(), m inode operations
Tsyne() AN lookup(},
- =) create(),
( s,rcn)( mikedin(),
—Type getattr(),
$ setatir(),
— L= — o

s_o|
super_operations

alloc_inode(),
dirty_inode(),
write inode()
freeze_fs().
statfs(),
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Main management structures

summary (usage)

Module Kernel core
insmod I > | init_module() | Sk b b | register_capability()
1
UL > | cleanup_module() | I == | untkgister_capability()
———— < 4 EEEEE
| close() | fi
iles
> read() g\ files_operations
S T _______
H | —read- -
| write() !‘L re_ _______
- write _|  fop_|
| joctl() I“\ -
Function call _ _ > 4)| | BRI
i i printk()
Function pointer >
Data pointer > (—-—"""—) -0

files_struct

t

ask_struct

1

103
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Main goals
(for a Unix-like file system)

\/ [>] The processes have to use a secure interface,
without direct access to the kernel representation.

\/ [+] To share the file offset among process from the same parent that open the file.

\/ [+] To have a working session with the file/directory in order to update the information
that it contains.

\/ [+] Go back and forth in the file system directory tree.

[>] Offer persistency of user data, seeking to minimize the impact on the performance
\/ and the space needed for the metadata.

[+] Keep track of the file system registered in the kernel, and keep track of the mount
\/ points of these file systems.
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Design and development of a file system

| Process (1) | | Process (n) | User
System
Virtual File System ]
I
File organization modules
| ext2 || FAT ] .. XXX —
]
BIOCk Block
server cache

Device drivers

105

File system requirements
Main data structures in the
secondary memory

Main data structures in the
main memory

Block management
Internal (and service)
functions
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Main management structures

| Process (p) | | Process (h)| ____________________________________________________ user
[Dg@ /EEEE]:] File descriptor table system
e . .
& Open file table Virtual File System
I
Table of
d-entries Table of
Table of
open i-nodes EEEEE moulnts
File system modules Table of file
[ exo ][ AT ] proc system modules
Blocks Block
server cache

device drivers
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Main management structures

| _Process (p) | | Process (h) |

/ [~] getblk: find/reserve in cache a v-node block with its offset and size. \

[»] brelse: to free a buffer and to insert it into the free list.
[»] bwrite: to write a cache block to the disk.

[»] bread: to read a disk block and store it in cache.

[~] breada: to read a block (and the following one) from disk to cache. /

N ] proC. ] system modules |
— —

Blocks Block
server cache

device drivers
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Block server

»|It is responsible for:

Issuing commands to read and write device drivers blocks
(by using the specific device routines)

Optimizing the |/O requests.
E.g.: Block cache.

Offering a logical device namespace.
E.g.: /dev/hda3 (third partition of the first disk)
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Block server

»|General behavior:

If the block is in the cache
Copy the content (and update the block usage metadata)

If it is not in the cache
To read the block from the device and store it in cache
To copy the content (and to update the block metadata)
If the block has been modified (dirty)

Cache write policy

If the cache is full, it is necessary get some free slots

Cache replacement policy
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Block server

»|General behavior:

If the hlock is in the cache

o Read-ahead:

o Read the following blocks into the cache (in order to improve the performance on sequential
accesses)

—
To read the block from the device and store it in cache

To copy the content (and to update the block metadata)
If the block has been modified (dirty)

Cache write policy

If the cache is full, it is necessary get some free slots

Cache replacement policy

110 Alejahdroc 15 @ HG2N



Block server

onnrnl I"\le\ﬁ\linr"
o  write-through: \

o  Each time a block is modified it is also flushed to disk (lower performance)

o  write-back:
o  The blocks are flushed to disk only when the block has to be evicted from the cache and it was dirty (better
performance but reliability problems)

o delayed-write:
o  The modified blocks are saved to disk periodically (e.g., every 30 seconds in Unix) (trade-off for the former
options)

o  write-on-close:
\ o  When the file descriptor is closed, all file blocks are flushed to disk. J

If the bl modified (dirty)

Cache write policy

If the cache is full, it is necessary get some free slots

Cache replacement policy
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Block server

»|General behavior:

If the block is in the cache

To copy the content (and to update the block usage metadata)

If it is not in the cache

To read the block from the device into the cache

FIFO (First in First Out)

Clock algorithm (Second opportunity)
MRU (Most Recently Used)

LRU (Least Recently Used)

O O O O

If the cacTre———rar; TCis necessary get some free slots

Cache replacement policy
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Design and development of a file system

| Process (1) | | Process (n) | User
System
Virtual File System ]
I
File organization modules
| ext2 || FAT ] .. XXX —
]
BIOCk Block
server cache

Device drivers

113

File system requirements
Main data structures in the
secondary memory

Main data structures in the
main memory

Block management
Internal (and service)
functions
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Example of management routines

File system syscalls

Descriptors namei usage i-node alloc. File Attr. I/O File Sys. View
open gfez: itnalf creat chown read | mount | chdir
Zreat chdir unlink mknod chmod write | umount | chroot

u .

up chroot  mknod link stat Iseek
pipe chown mount .
close chmod umount unlink

Low level algorithms of the file system
namei | jalloc alloc |

. . I . | bmap

iget iput ifree free

Boot Super- Resource
block block allocation itnodes
114 http://www.ual.es/~acorral/DSO/Tema_4.pdf Aleja'r?c‘i%%g& r@n Hg;c(e%(lj\gl



Example of management routines

File system syscalls

Descriptors namei usage i-node alloc. File Attr. I/O File Sys. View
open open stat creat chown read | mount | chdir
creat creat link .

5 chdir unlink mknod chmod write | umount | chroot
u .
up chroot  mknod link stat Iseek
pipe chown mount .
close chmod umount unlink
Low level algorithms of the file system
namei | ialloc alloc |
. . I . | bmap
Iget I1put ifree free

1 Design the disk data structures & layout |
V/

block block allocation i*nodes

http: .ual.es/~ I/DSO/T 4.pdf
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Example of disk organization

1 block 1 block n blocks n blocks 1 block/i-node n blocks
Boot . .
block Superblock i-nodes map Blocks map i-nodes Data blocks
0 N
116
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Example of disk organization

1 block 1 block n blocks n blocks 1 block/i-node n blocks
Boot . .
block Superblock i-nodes map Blocks map i-nodes Data blocks
0 N
000000...000
117
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Example of disk organization

1 block 1 block n blocks n blocks 1 block/i-node n blocks
Boot . .
block Superblock i-nodes map Blocks map i-nodes Data blocks
0 N
000000...000
typedef struct {
unsigned int magicNumber; /* Supeblock magic number: 0x000D5500 */
unsigned int numBlocksinodeMap; /* Number of blocks of the inode map*/
unsigned int numBlocksBlockMap;  /* Number of blocks of the data map */
unsigned int numlinodes; /* Number of inodes on the device */
unsigned int firstinode; /* Block number of of the first inode on the device (root inode) */
unsigned int numDataBlocks; /* Number of data blocks on the device */
unsigned int firstDataBlock; /* Block number of the first block*/
unsigned int deviceSize; /* Total device size in bytes*/
charpadding[992]; 1* Padding for filling-a block*/
118 } SuperblockType; RC C3M
Aleja'r?c\iro C9<§er@n H\ateos



Example of disk organization

char imap[numinodes] ;

/* 1000000000...0 (used: imap[x]=1 | free: imap[x]=0)

1 block 1 block n blocks n blocks 1 block/i-node n blocks
Boot . .
block Superblock i-nodes map Blocks map i-nodes Data blocks
0 N
000000...000
typedef struct {
unsigned int magicNumber; /* Supeblock magic number: 0x000D5500 */
unsigned int numBlocksinodeMap; /* Number of blocks of the inode map*/
unsigned int numBlocksBlockMap;  /* Number of blocks of the data map */
unsigned int numlinodes; /* Number of inodes on the device */
unsigned int firstinode; /* Block number of of the first inode on the device (root inode) */
unsigned int numDataBlocks; /* Number of data blocks on the device */
unsigned int firstDataBlock; /* Block number of the first block*/
unsigned int deviceSize; /* Total device size in bytes*/
charpadding[992]; 1* Padding for filling-a block*/
119 } SuperblockType;
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Example of disk organization CS)%

char imap[numinodes] ; /* 1000000000...0 (used: imap[x]=1 | free: imap[x]=0)
char bmap[numDataBlocks]; /* 00000...0 (used: bmap[x]=1 | free: bmap[x]=0)

1 block 1 block n blocks n blocks 1 block/i-node n blocks
Boot . .
block Superblock i-nodes map Blocks map i-nodes Data blocks
0 N
000000...000
typedef struct {
unsigned int magicNumber; /* Supeblock magic number: 0x000D5500 */

unsigned int numBlocksinodeMap; /* Number of blocks of the inode map*/
unsigned int numBlocksBlockMap;  /* Number of blocks of the data map */

unsigned int numlinodes; /* Number of inodes on the device */

unsigned int firstinode; /* Block number of of the first inode on the device (root inode) */
unsigned int numDataBlocks; /* Number of data blocks on the device */

unsigned int firstDataBlock; /* Block number of the first block*/

unsigned int deviceSize; /* Total device size in bytes*/

charpadding[992]; 1* Padding for filling-a block*/
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Example of disk organization Csﬁ“

char imap[numinodes] ; /* 1000000000...0 (used: imap[x]=1 | free: imap[x]=0)
char bmap[numDataBlocks]; /* 00000...0 (used: bmap[x]=1 | free: bmap[x]=0)

1 block 1 block n blocks n blocks 1 block/i-node n blocks
Boot . .
Superblock i-nodes map Blocks map i-nodes Data blocks
block >y
0 typedef stréjyfl/ N
unsigned int type; /* T_FILE o T_DIRECTORY */
char name[200]; /* name of the associated file/directory*/
unsigned int inodeTable[200]; /* type==dir: list of inodes from the directory */
unsigned int size; /* File size in bytes */
000000...000 unsigned int directBlock; /* Direct block number */
unsigned int indirectBlock; /* Indirect block number */
char padding[PADDING_INODO]; /* Padding for filling a block */
} InodeDiskType;
typedef struct {
unsigned int magicNumber; /* Supeblock magic number: 0x000D5500 */

unsigned int numBlocksinodeMap; /* Number of blocks of the inode map*/
unsigned int numBlocksBlockMap;  /* Number of blocks of the data map */

unsigned int numlinodes; /* Number of inodes on the device */

unsigned int firstinode; /* Block number of of the first inode on the device (root inode) */
unsigned int numDataBlocks; /* Number of data blocks on the device */

unsigned int firstDataBlock; /* Block number of the first block*/

unsigned int deviceSize; /* Total device size in bytes*/

charpadding[992]; 1* Padding for filling-a block*/
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Example of management routines

File system syscalls

Descriptors namei usage i-node alloc. File Attr. I/O File Sys. View
stat

open open

mount
umount

chown
chmod

pipe

unlink

close
Low level algorithms of the file system = Tile pomters
namei | Jjalloc alloc | brma d-entries I~ openfiles o
iget iput ' ifree free P montajes —.— in-useinodes Lo-Lo :
Block/cache management algorithms [t filo-system-modules—

getblk  brelse  _bread breada bwrite

000 001 002 003 004 005 006 007 008 009 010
’ T T I ’ ’ ’
| | | | | | | | |
Boot | Super- | Resource - pGDfP - DCMID eP s I | I | I |
block 1 block allocation I ll-nO 'ng I 1 L 1 L 1 L 1
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Example of variables... fﬁ\

/I Information read from disk
SuperblockType sBlocks [1] ;
char imap [numlnodes] ;

char dbmap [numDataBlocks] ;

InodeDiskType inodos [numinodes] ;

// Additional in-memory Information
struct {

int file_pointer;

int open;

}inmemory_inode_table [numinodes] ;
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Example of management routines

File system syscalls

Descriptors namei usage i-node alloc. File Attr. I/O . View
open open stat creat chown read | mount || chdir
creat creat link .

5 chdir unlink mknod chmod write | umount || chroot
u .

.p chroot mknod link stat V- ———y

pipe

close

Low level algorithms of the file system

. _ ]
namei | ialloc alloc | |-
ioet | o . bmap - (177
iget iput ifree free - S
Ly
Block/cache management algorithms NS file system modules

getblk  brelse  _bread breada bwrite

I |
Boot | Super- | Resource ) |
block 1 block allocation I ll-nO es I 1 L 1 L 1 L 1
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Example: mount CS)‘%

int mount (void )

{
/l To read 0 block from disk into sBlocks[0]
bread(DISK, 0, &(sBlocks[0]) );

/I To read the i-node map from disk
for (int=0; i<sBlocks[0].numBlocksInodeMap; i++)
bread(DISK, 1+i, ((char *)imap + i*BLOCK_SIZE) ;

/l To read the block map from disk
for (int=0; i<sBlocks[0].numBlocksBlockMap; i++)

bread(DISK, 1+i+sBlocks[0].numBlocksIlnodeMap, ((char *)dbmap + i*BLOCK_SIZE);

/I To read the i-nodes to main memory
for (int=0; i<(sBlocks[0].numInodes*sizeof(InodeDiskType)/BLOCK_SIZE); i++)
bread(DISK, i+sBlocks[0].firstinode, ((char *)inodes + i*BLOCK_SIZE);

return 1;
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Example: umount CS)‘%

int umount ( void )

{
/I To write block 0 from sBlocks[0] into disk
bwrite(DISK, 0, &(sBlocks[0]) );

/I To write the i-node map to disk
for (int=0; i<sBlocks[0].numBlocksInodeMap; i++)
bwrite(DISK, 1+i, ((char *)imap + i*BLOCK_SIZE) ;

/I To write the block map to disk
for (int=0; i<sBlocks[0].numBlocksBlockMap; i++)

bwrite(DISK, 1+i+sBlocks[0].numBlockslnodeMap, ((char *)dbmap + i*BLOCK_SIZE);

/I To write the i-nodes to disk
for (int=0; i<(sBlocks[0].numInodes*sizeof(InodeDiskType)/BLOCK_SIZE); i++)
bwrite(DISK, i+sBlocks[0].firstinode, ((char *)inodes + i*BLOCK_SIZE);

return 1;
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Example: mkis CS}%

int mkfs (void )

{
/I setup with default values the superblock, maps, and i-nodes
sBlocks[0].magicNumber = 1234;

sBlocks[0].numInodes = 50;

for (int=0; i<sBlocks[0].numInodes; i++)
imapl[i] = 0; // free

for (int=0; i<sBlocks[0].numDataBlocks; i++)
bmapli] = 0; // free

for (int=0; i<sBlocks[0].numInodes; i++)

memset(&(inodosli]), 0, sizeof(InodeDiskType) );

/I to write the default file system into disk

umount();

return 1,

}
127 Alejahdroc 15 @ HG2N



Example of management routines

File system syscalls

Descriptors namei usage i-node alloc. File Attr. I/O File Sys. View
open gf;’; mt creat chown read | mount | chdir
Zreat chdir unlink mknod | chmod | write | umount | chroot

u .

up chroot  mknod link stat Iseek
pipe chown mount .
close chmod umount unlink

Low level algorithms of the file system -
namei | ialloc alloc | [

i ; [ I bmap - T

iget iput ifree free — L _L

I__:._'__:

Block/cache manageme
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Management routines

/ ] namei: convert the full path into the associated i-node. \
[+] iget: return a i-node (from the i-node table), and it can read from secondary memory,
into a free element form the i-node table.
[+] iput: free an i-node from the i-node table, and if it is necessary then to update in
secondary memory.
+] ialloc: allocate an i-node for a file.

\ [+] ifree: free an i-node previously allocated for the file. J
: Low level algorithms of the file system Z//
namei | jalloc alloc |
: : Lo . bmap
iget iput ifree free
Boot Super- Resource
block block allocation itnodes
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Management routines

[»] bmap: to compute the disk block associated with a given file offset. Translate
logical address (file offset) into physical address (disk block).

[»] alloc: to allocate a free block for the file.

[+] free: to free a previously allocated block.

Low level algorithms of the file sy\s)tem %
namei | :

. ialloc alloc | bma
iget_iput ' ifree free ' P
Boot Super- Resource
block block allocation itnodes
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Example: ialloc y alloc Cs)%

int ialloc ( void ) int alloc ( void )
{ {
/ to search for a free i-node char b[BLOCK_SIZE];
for (int=0; i<sBlocks[0].numInodes; i++)
{ for (int=0; i<sBlocks[0].numDataBlocks; i++)
if (imap[i] == 0) { {
/I i-node busy right now if (bmapli] == 0) {
imapli] = 1; // busy block right now
I default values for the i-node bmap(i] = 1;
memset(&(inodes]i]),0 /I default values for the block
sizeof(InodeDiskType)); memset(b, 0, BLOCK_SIZE);
/I return the i-node indentification bwrite(DISK, i, b);
return i; Il it returns the block id
} return i;
} }
}
retrn -1; return -1;
: )
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Example: ifree y free C&%

int ifree (int inode_id ) int free ( int block_id)
{ {
// to check the inode_id vality I/ to check inode_id the vality
if (inode_id > sBlocks[0].numInodes) if (block_id > sBlocks[0].numDataBlocks)
return -1; return -1;
/I free i-node /I free block
imap[inode_id] = 0; bmap[block_id] = 0;
return -1; return -1;
} }
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Example: namei y bmap (sﬁ“

int namei ( char *fname ) int bmap (int inode_id, int offset)
{
{
/I search the inode with name fname
for (int=0; i<sBlocks[0].numInodes; i++)

int b[BLOCK_SIZE/4];

/I check the validity of inode_id

if (inode_id > sBlocks[0].numInodes)

{ return -1;
if (! strcmp(inodos[i].name, fname))
. /I find the associated data block
return I; _
if (offset < BLOCK_SIZE)
} return inodos[inode_id].directBlock;
if (offset < BLOCK_SIZE*BLOCK_SIZE/4) {
return -1; bread(DISK, inodos[inode_id].indirectBlock, b);
} offset = (offset — BLOCK_SIZE) / BLOCK_SIZE;
return b[offset] ;
}
return -1;
}
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Example of management routines

FIIE system syscalls
Descriptors namei usage i-node alloc. File Attr. I/O File Sys. View

open gfei’; ﬁtnalf creat chown read | mount | chdir

Zreat chdir unlink mknod | chmod | write | umount | chroot
u .
1P chroot  mknod link stat Iseek

pipe chown mount .

close chmod umount unlink

Low level algorithms of the file syst

file pointers

getblk  brelse  bread breada bwrite
000 001 002 : 003I I004| 005 . 006 007 . 008 009 . 010
Boot : Super- : Resource | ~ pGDfP e pavp o <! : : : : : :
block 1 block _allocation I ll-nO 'jpgl I 1 L 1 L 1 L 1
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Management routines

File system syscalls

descriptore namei usage i-nodes alloc. File Attr. I/O File Sys. View
opén gf;: itnalf creat chown read mount | chdir
Zreat chdir unlink mknod chmod write | umount | chroot
u .
up chroot mknod link stat Iseek
pipe chown mount .
close chmod umount unlink

Low level algorithms of the file system

namei | ialloc alloc | bma
iget _iput ' ifree free ' P

open: find the associated i-node for the file name, ...
read: find the data block, read the data block, ...
write: find the data block, write the data block, ...
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Example: open y close C&%

int open ( char *name ) int close (int fd)

{ {

int inode_id ;

inode_id = namei(name) ;

if (inode_id < 0) if (fd < 0)
return inode_id ; return fd ;
inmemory_inode_table[inode_id].file_pointer = 0; inmemory_inode_table[fd].file_pointer = 0;
inmemory_inode_table[inode_id].open = 1; inmemory_inode_table[fd].open = 0;
return inode_id; return 1;
} }
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Example: creat y unlink CS}%

int creat ( char *name ) int unlink ( char * name )

{ {

int b_id, inode_id ; intinode_id ;

inode_id = ialloc() ;

if (inode_id < 0) {return-1;}

b_id = alloc();

if (b_id < 0) { ifree(inode_id); return b_id ; }

inode_id = namei(name) ;
if (inode_id < 0)

return inode_id ;

free(inodos[inode_id].directBlock);

inodos[inode_id].tipo =1 ; // FILE memset(&(inodes[inode._id]).

strcpy(inodos[inode_id].name, name); 0,
inodos[inode_id].directBlock = b_id ; sizeof(InodeDiskType));
inmemory_inode_table[inode_id].file_pointer = 0O; ifree(inode_id) ;

inmemory_inode_table[inode_id].open =1,

return 1;
return 1;
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Example: read y write

int read ( int fd, char *buffer, int size )
{

char b[BLOCK_SIZE] ;

intb_id;

if (inmemory_inode_table[fd].file_pointer+size > inodos[fd].size)
size = inodosJfd].size - inmemory_inode_table[fd].file_pointer;
if (size <= 0)

return O;

b_id = bmap(fd, inmemory_inode_table[fd].file_pointer);
bread(DISK, b_id, b);

memmove(buffer,
b+inmemory_inode_table[fd].file_pointer,
size);

inmemory_inode_table[fd].file_pointer += size;

return 1;
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int write (int fd, char *buffer, int size )
{

char b[BLOCK_SIZE] ;

intb_id ;

if inmemory_inode_table[fd].file_pointer+size > BLOCK_SIZE)
size = BLOCK_SIZE - inmemory_inode_table[fd].file_pointer;
if (size <=0)

return O;

b_id = bmap(fd, inmemory_inode_table[fd].file_pointer);
bread(DISK, b_id, b);

memmove(b+inmemory_inode_table[fd].file_pointer,
buffer, size);

bwrite(DISK, b_id, b);

inmemory_inode_table[fd].file_pointer += size;

return 1,

}
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Management routines

summary
File system syscalls
descriptore namei usage i-nodes alloc. File Attr. I/O File Sys. View
opén open stat creat chown read | mount | chdir
creat creat link .
5 chdir unlink mknod chmod write | umount | chroot
u .
up chroot  mknod link stat Iseek
pipe chown mount .
close chmod umount unlink
Low level algorithms of the file system
namei | ialloc alloc |
. . I . | bmap
iget iput ifree free

Block/cache management algorithms

getblk  brelse  bread breada bwrite

IR B R kb

Boot Super- Resource
block block allocation itnodes
http://www.ual.es/~acorral/DSO/Tema_4.pdf
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Overview

1. Introduction
2. File system internals and framework

3. Design and development of a file system

4. Complementary aspects
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Advanced features

»[Journaling
* ] »|Snapshots
»|Dynamic file system expansion
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Without Journaling

»|If the computer is shut down
fsck time vs. Inode G abruptly, the file system might
remain be inconsistent.

»|In order to repair the file system, all
metadata has to be reviewed:

The required time depends of the file
system size (all the metadata has to be

fsck time (sec)

0.5 10 15 20 25 20 35

e e reviewed, the more metadata to be
reviewed the more time is needed).

ined: Basi (cation of Fi - RC C3M
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With Journaling

[»|The file system writes the changes in

= — < a log before changing the file.

-, e (D) [»]If the computer is shut down abruptly,
the file system checks has to review

o CRlime VS Inode Count the log for the pending changes, and
reco | do these changes (commit):
3 The time needed depends of the number
F reon of pending changes in the log, and does
-y not depend on the file system size.
h — »J From hours to seconds...

Total Inode Count (millicns)
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Advanced features

»|Journaling

»|Snapshots

»|Dynamic file system expansion
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Snapshot

»|A Snapshot represents the state

e N

:'\.A::tive Fiaesyste;r;u } >\. -»Sna?shot- ) ) .
S of the file system at a point of
A S Fc/] time;
i .
S In a few seconds is done.

EN - - 1R It is possible to access to all the file
system snapshots on this disk.

/ »|E.g.: system updates, backups,
H etc.

Storage Networks Explained: Basics and Application of Fibre Channel SAN, NAS... (P4gina 139)
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Advanced features

»|Journaling

»|Snapshots

»|Dynamic file system expansion
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Dynamic file system expansion

sosracing Capacty »]It is important to design the file
i i i system in a way that it could be
s oraeto s e system resized (add more space, remove

i i i ﬁi space, etc.) without losing
information.

storage to insure e ficient utilization Dynamic and fleXible Structures

r@ Q i ﬁ ﬁ“‘ geiadata is distributed along the
is
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